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Optimal Security Investments and Extreme Risk

Hamid Mohtadi1,∗ and Swati Agiwal2,†

In the aftermath of 9/11, concern over security increased dramatically in both the public and
the private sector. Yet, no clear algorithm exists to inform firms on the amount and the timing
of security investments to mitigate the impact of catastrophic risks. The goal of this article is
to devise an optimum investment strategy for firms to mitigate exposure to catastrophic risks,
focusing on how much to invest and when to invest. The latter question addresses the issue
of whether postponing a risk mitigating decision is an optimal strategy or not. Accordingly,
we develop and estimate both a one-period model and a multiperiod model within the frame-
work of extreme value theory (EVT). We calibrate these models using probability measures
for catastrophic terrorism risks associated with attacks on the food sector. We then compare
our findings with the purchase of catastrophic risk insurance.

KEY WORDS: Catastrophic risk; extreme value statistics; food sector; multiperiod; optimum
investments

1. INTRODUCTION

In the aftermath of September 11, the greatest
terrorist attack of all time, and Katrina, the great-
est natural disaster in recent history, insurance and
reinsurance companies have become increasingly re-
luctant to cover catastrophic risks. The numerous dif-
ficulties that have plagued catastrophic risk insur-
ance, and particularly terrorism risk insurance,(1,2)

lead us to the need to consider what firms and busi-
nesses can do by way of ex ante investments in
risk mitigating strategies. However, little is known
about how much investments for self-protection
(self-insurance), or other hedging strategies, firms
need when insurance markets fail to provide the nec-
essary protection.
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One of the principal reasons why catastrophic
and especially terrorism insurance markets have not
been adequately developed is the difficulty in assess-
ing low-frequency high-impact risks.3 Even within
the world of catastrophic insurance, there are ma-
jor differences between natural and terrorism risks.
In 2003, Kunreuther(3)outlined some key differences
between terrorism risk and natural disasters as a way
of explaining why terrorism risk is so difficult to in-
sure. Chief among them were three points that are
relevant to our article. First was the absence of his-
torical data for catastrophic terrorism risk, versus the
availability of some historical data for natural disas-
ters. Thus, the risk of occurrence could be reasonably
well specified for natural disasters based on histori-
cal data and expert estimates, whereas for terrorism
risk, there is considerable ambiguity of risk. Second,
catastrophe modeling has been developed for natural
risk since the late 1980s and early 1990s, whereas the
first models to address terrorism risk were developed

3 Of course, as elaborated in the concluding section, catastrophic
insurance is an annual cost, whereas risk mitigation investments
involve a one-time commitment of resources.
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in 2002. Third, there is some geographic specificity of
natural disasters (e.g., California for earthquakes or
Florida for hurricanes), whereas terrorists may attack
anywhere, any time.

Since 2003, a number of improvements have
taken place in both the data and the risk model-
ing/measurement world that address some of the con-
cerns that were raised in the Kunreuther et al.’s(3)

study. First, historical terrorism data are now far
more readily available than in 2003. The most promi-
nent source for such data is the MIPT database as
well as the data that have become available through
the University of Maryland’s START center.3 Sec-
ond, risk modeling and measurement has now been
extended to the analysis of terrorism risk.(4,5)

Yet, obtaining terrorism risk insurance—at least
at reasonable prices—remains an illusive goal, per-
haps due other limitations spelled out by Kunreuther
et al. Given the persistence of these difficulties,
we must still rely on risk mitigation measures by
the firms themselves—in the form of self-protection.
However, even on this point, the Kunreuther et al.
paper(3) implied limited success. Thus, they stated:
“For natural disasters, the insureds can invest in
well-known mitigation measures, whereas for terror-
ism risk, weapons and configurations are numerous,
there are negative externalities of self-protection ef-
fort, and there is substitution effect in terrorist activ-
ity. Thus, the insureds may have difficulty in choosing
measures to reduce consequences of an attack.”

In this article, we try to address the self-
protection challenge as well as the substitution in ter-
rorist activity by reducing the ambiguity of terrorism
risk, i.e., by narrowing the universe of risks. Specifi-
cally, we focus on the risk of intentional attacks on
the food sector using chemical, biological, and ra-
dionuclear (CBRN) tools. The more focused the risk
is, the more tangible it is to the firms in that sector.
This facilitates firms’ ability to internalize the risk and
thus to invest in risk-mitigation for self-protection,
as compared to a general form of risk such as, for
example, a bomb threat. Because of this specificity,
the negative externalities of self-protection effort are
reduced. Also, the span of the substitution effect in
terrorist activity is now limited to the universe of
food-related risks. Finally, the “regional ambiguity”
associated with terrorism risk at large (the third point
that was raised in the Kunreuther et al.(3)) may also
be lessened because food supply is typically associ-

4 A more detailed discussion of available terrorism data is pre-
sented in Mohtadi and Murshid.(5)

ated with some geographically specifity, either in its
production or in its distribution.

But this raises another challenge, namely, avail-
ability (i) of data on CBRN specific events, and
(ii) of risk measurement/modeling of CBRN events.
On data, Mohtadi and Murshid(6) complied and pro-
duced what were the most comprehensive, if not the
first, available CBRN data and made them publicly
available.5 Subsequently, Mohtadi and Murshid(7)

addressed the risk measurement question by devel-
oping quantitative probability measures that utilized
the statistical properties of extreme heavy tail distri-
butions from extreme value theory (EVT) to calcu-
late catastrophic risks from intentional contamina-
tion of food by chemical or biological agents. This
form of statistical analysis has gained in popular-
ity in the recent past, owing to its ability to fit the
data on rare events that would otherwise be consid-
ered outliers in the context of a normal bell-shaped
curve. However, what complicated the analysis of
man-made events, such as terrorism, is that these
events are inherently different from naturally oc-
curring risks. The critical point of separation is the
element of intent, present in acts of terrorism, but
absent in natural disasters. Unlike Mother Nature,
terrorists adapt. They do so by reorganizing and
restructuring, by redefining parameters of attack,
by adopting new tactics, and by acquiring new
weaponry. These innovations can be part of an on-
going effort to increase the potency of attacks, or
they can be triggered by a change in counter terrorist
practices that disturb the status quo.(8) At the same
time an ever-changing geopolitical landscape seeds
new political/terrorist movements with new ideolo-
gies and a higher propensity for violence. What all of
this means is that the distribution of terrorism is un-
stable, more so than for any naturally occurring phe-
nomenon. The critical issue is whether we can char-
acterize this instability. Unfortunately, capabilities of
terrorists as well as counter terrorist agencies are
typically unobservable except in the terrorism data
themselves. But to the extent that the probability
law governing extreme events changes smoothly over
time6 it may be feasible to forecast current and/or

5 Currently, START, at the University of Maryland, has
data through 2007 which include new observations not in-
cluded in Mohtadi and Murshid.(6) See http://www.start.umd.
edu/gtd/. However, the sum total of CBRN events in that data set
is 240. By contrast, the Mohtadi-Murshid data set has 447 CBRN
observations.

6 This statement may appear implausible at first given the dra-
matic nature of catastrophic events. However, what we mean by
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near-term risks on the basis of established patterns
within existing data. In this sense, EVT techniques
provide a useful approach, especially as alternative
methods for measuring extreme risk are not avail-
able.

This article takes the next step: it uses the pre-
vious advances to address the question of how much
and when should firms invest to mitigate the impact
of catastrophic risks on their operations. However,
it also addresses the issue of the reliability of EVT
modeling by providing an upper and a lower bound
for the probability values that are derived from these
models. We carry through these bounds into the cal-
culation of the security investments. We first develop
a simple analytical model. We then calibrate this
model with the data on probability measures from
the previous two studies. (For one of the parameters
we also use a survey of food manufacturers based on
the results from a working paper(9) that will be dis-
cussed later.) The decision of whether to invest at the
present time to protect one’s assets or to postpone
such investments may appear to posses a “quasi” op-
tion value character. However, an option value for-
mulation would provide a decision rule, given the
amount of investments, whereas we are also inter-
ested in finding the optimum amount of investments
and their optimum timing. To do this, we extend
our model to incorporate the benefits of investing
at some future time periods in a multiperiod frame-
work. Our multiperiod model is based on a decision-
tree approach. Interestingly, the multiperiod results
suggest that self-protection needs to start from the
very first period. In other words, we find that the
benefits of waiting by not committing to large invest-
ments in security are outweighed by the rising risk
of a major CBRN attack on the food supply. The fact
that a multiperiod model yields a first period result as
the optimum outcome is information that could not
be inferred from the single-period model.

In relation to the literature, a study by Gordon
and Loeb(10) considers optimal investment decisions

a “smoothly evolving probability law” is that the realization of,
say, a new massive event, whereas it might result in changes in
the estimated parameter of an EVT distribution (e.g., a heavier
tail estimate or a rightward shift of the location—i.e., mean—
parameter of the distribution) than would otherwise be the case,
it does not inherently alter the nature of the distribution. For
example, Mohtadi and Murshid(7) show that for CBRN events,
the tail parameter of the associated EVT distribution has a sta-
tistically significant positive time dependence, meaning that the
distribution contains more extreme events over time. But the in-
tegrity of the distribution itself remains intact.

in the area of information security breaches for IT
systems within firms. Their study has a similar frame-
work to our static framework. But two features dis-
tinguish our work. First, is the addition of the multi-
period framework, as mentioned, and second is the
estimation of the actual values, given the probabili-
ties of extreme risk mapped to the food sector.

In general, economic modeling based on purely
profit maximizing or utilitarian assumptions is only
one reason why firms invest in risk mitigation strate-
gies. In practice, firms are making investments for
certain types of catastrophic risks because, without
any economic analysis, they have determined that a
particular event outcome is unacceptable. In this re-
spect, one way to motivate our analysis is to view
it as a normative (prescriptive) rather than positive
(descriptive) analysis, in the sense of using economic
criteria to provide an economically optimal “best
practice” benchmark against which the level of risk
mitigation investments carried out by firms can be
judged.

Our resulting estimates suggest that smaller but
more probable potential losses may require a larger
outlay of security investments to protect against than
larger but less probable potential losses. For exam-
ple, a one-time capital investment aimed at mitigat-
ing extreme risk is about 42 cents per $100.00 for a
potential loss of $1.5 billion in a five-year time hori-
zon, whereas it is only 6 cents per $100.00 for a poten-
tial loss of $3.75 billion in a one-year time horizon.
The key is the associated probabilities. The event
with a higher risk mitigation cost has a probability
of 3.4% whereas the event with the lower percentage
cost has a probability of only 0.5%.

Another interesting result is that for any given
time horizon, optimum investments in risk mitigation
by food companies as a percent of potential losses ini-
tially decline for some range with potentially higher
losses but start to rise with greater losses beyond that
range, thus producing an inverted U pattern. As it
turns out, this pattern results because of the nature
of “tail” events, as they are captured in extreme value
statistical analysis. This and other issues are detailed
in the text.

Our results suggest that in comparison to a reg-
ulated rate for terrorism risk insurance, the optimum
level of investments to mitigate risk is somewhat
larger, but does depend on the level of risk. However,
the limitations that exist on the availability of catas-
trophic insurance at these regulated rates, and their
high level of deductibility, together with the one-time
nature of the alternative risk mitigating investment
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Fig. 1. Vulnerability and security investments.

strategies suggest that such investments should be
undertaken whether or not catastrophic risk insur-
ance is available, particularly as their impact on risk
financing may not be negligible at all.

Following the development of the analytical one-
period model in Section 2, the estimation method and
the results are presented in Section 3. In Section 4,
we extend the basic single-period model to account
for multiple periods in a finite time horizon. Here,
we address the question of whether postponing a risk
mitigation investment is an optimal strategy or not.
Section 5 makes some concluding observations based
on the comparison of our results with those of catas-
trophic insurance.

2. A SIMPLE ANALYTICAL MODEL

Consider investing K in infrastructure/business
practice/etc. ex ante to improve responsiveness to a
catastrophic event, should such an event occur. Let
L be the nominal loss in the case of an event. Then
an initial investment of K could reduce the impact of
the loss to a fraction λ(K) such that λ(K)L < L and
λ(K) < 1. Higher values of initial investments reduce
the impact of the loss L so that λ′(K) < 0. Thus, λ(K)
may be interpreted as the “loss coefficient.” How-
ever, this reduction in loss is bounded from below (by
zero) as the law of diminishing marginal productivity
would imply. Thus, without loss of generality one can
assume that λ′′(K) > 0 and that λ(K)lim K→∞ −→ 0,
as shown in Fig. 1.

Many functional forms satisfy the above require-
ment. We shall return to this issue shortly.

If πL is the probability of an event of magnitude
L, then the expected loss in the absence of invest-
ment is:

E(L|πL)no invest = πLL. (1)

In the case of investing K the expected loss is:

E(L|πL)invest = πLλ(K)L+ K. (2)

Thus, though exposure to the event cannot
be fully avoided, prior mitigating action can re-
duce the extent of loss from the event. Suppose
the overall stream of profits from production is
�o. Then, expected profits from investing and non-
investing in security measures are, respectively,
E(�invest) = �o − E(L|πL)invest and E(�no invest) =
�o − E(L|πL)no invest. Then expected net gain from
investing, given the probability πL, is denoted by
G(πL) and is found from:

G(πL) = E(L|πL)no invest − E(L|πL)invest

= πL[1 − λ(K)]L− K.
(3)

Notice that G(πL) is � 0 if πL � π̄ where π̄ is
the threshold value of event probability and is given
by π̄ ≡ (K/L) × (1/[1 − λ(K)]. This implies that for
events with very low probability, a firm could lose by
investing K!

Catastrophic events, which are the focus of
this work, are by nature low-frequency high-impact
events. Developing accurate metrics of catastrophic
risk is not easy. The challenge arise because of the
need to extrapolate from observed levels in data to
unobserved levels. Classical statistical methods are
not well-suited for this task.(11,12) Instead, the appro-
priate approach is to estimate catastrophic risk using
extreme value (EV) analysis. By exploiting limiting
arguments, EV models can provide an approximate
description of the stochastic behavior of extremes.7

This is both discussed and measured elsewhere.(5,7,13)

Thus, π(L) ∼ f (L),where f (L) is an EV probabil-
ity distribution function. The expected gain from an
event that leads to a loss in the range Lo to L1 is ob-
tained from the EV probability distribution function
such that:

G(πL0<L<L1 ) = [1 − λ(K)]
∫ L1

Lo

f (L).L.dL− K. (4)

Owing to the complexity of the term inside the inte-
gral, we will approximate G by replacing L inside the
integral with its linear mean, L̄ = (Lo + L1)/2, to get:

G(πL0<L<L1 ) ∼= [1 − λ(K)]L̄[F(L|L>Lo)

− F(L|L>L1 )] − K,
(5)

7 See Section 1 for a discussion of the EV modeling assump-
tions and limitations, and how we propose to address these
by measuring an upper and lower bound for our probability
values.
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where F(L) is the “anti-cumulative” distribution
function of L, i.e., 1-cumulative density function
of L.

2.1. Optimum Investments

Maximizing the net gains from security invest-
ments, Max(K) G(πL0<L<L1 )(K), leads to a value K∗

that satisfies the first-order condition below:8

λ′(K∗)L̄[F(L|L>Lo) − F(L|L>L1 )] = −1. (6)

Deriving an explicit expression for optimum cap-
ital expenditures, K∗, depends on the functional
forms used. But such functions must all satisfy the cri-
teria discussed earlier. If we use the following form,

λ(K) = 1
1 + θ Kα

θ > 0, 0 < α < 1, (7)

then the requirement that λ′ < 0, λ′′ > 0, λ(0) = 1,

and limK→∞ λ(K) −→ 0, are all satisfied. Several
functional specifications for such a loss coefficient
with decreasing marginal rate of return as specified
above exist in literature.(10,14) In particular, Gordon
and Loeb,(10) in relating reductions in security breach
as a function of information security investments,
have implied a version of λ(K) that is similar to the
one here. For our specification in Equation (7), the
first-order condition yields:

(1+θ K∗α)2 = [F(L|L>Lo)− F(L|L>L1 )]L̄θαK∗α−1.(8)

We can use Equation (8) along with Equation (7) to
both simplify the expression for K∗ and also to sub-
stitute for the value of θ in terms of λ. The reason
for the latter is that, as we shall see below, the em-
pirical results from the “Benchmarking Survey” are
closely associated with the values of λ rather than θ.

Substituting from Equation (7) into Equation (8) we
find:

1
λ2

= [F(L|L>Lo) − F(L|L>L1 )]L̄θαK∗α−1. (9)

In turn, we find from Equation (7) that θ Kα =
(1 − λ)/λ. Substituting this value into Equation (9)
we find the optimum level of investments K∗ to be:

K∗ = αL̄[F(L|L>Lo) − F(L|L>L1 )]λ(1 − λ). (10)

3. ESTIMATION AND RESULTS

There are two values we need to estimate K∗ in
Equation (10): the probability values of F(L|L>Lo)

8 The second-order condition is satisfied because λ′′ > 0.

and the parameter λ. First, we will discuss estimating
F(L|L>Lo). These values are derived from data com-
piled by Mohtadi and Murshid.(6) This work com-
piles 448 incidents of chemical, biological, and ra-
dionuclear (CBRN) attacks from the 1960s to 2005.
Mohtadi and Murshid(5,7,13) then calculates the prob-
ability of any such attack worldwide of a given mag-
nitude or larger (in terms of the number of injuries)
for different time horizons. These probability val-
ues are presented in the third column of Table I.
The fourth and the fifth column then convert this
anti-cumulative probability to the probability val-
ues F(L|Lo<L<L1 ) compatible with Equation (10). Al-
though any attack on the food sector will be of a
CBRN nature, not every CBRN attack involves food.
In fact, only 60 of the CBRN incidents revolved
around food. Although there have been attacks on
our food and water supply that have involved the use
of conventional weapons, there is no reason in par-
ticular why terrorists should favor the food supply
chain over other potential targets when using such
conventional means of attack.9 The real threat as
far as the food chain is concerned is likely to come
from chemical, biological, or radionuclear contam-
inants, which can exploit an already present distri-
bution network to maximize the potential for dis-
ruption. Conceptually, a CBRN attack on the food
supply chain will take advantage of the carrying ca-
pacity of a highly diffused system by entering it and
spreading itself across a wide geographic area. In this
way, the risk spreads from one location to many.
By contrast, a conventional attack on the food sys-
tem (e.g., bombing a milk production site) while dis-
rupting the supply chain is not capable of spread-
ing because it is not embodied in the system. The
added uncertainties that arise in the detection of bi-
ological and chemical agents may also imply that
such agents may create havoc by simply the suspi-
cion of their entry into the food system. Of the 448

9 This statement is valid only in the absence of specific prior in-
formation regarding the likelihood of a terrorist intent on the
food system. To make this more clear, consider the Bayes’s
Rule: with P(.) denoting probability, we have, P(F |CBRN) =
P(CBRN|F)P(F)

P(CBRN) = P(F)
P(CBRN) , where the second equality follows

from the reasonable assumption that nearly all terrorist
food events would have to be of CBRN type and thus
P(CBRN|F) = 1. From this equation, it follows that P(F) =
P(F |CBRN).P(CBRN). In the absence of any prior informa-
tion about a particular terrorist event, P(F |CBRN) is uniformly
distributed (i.e., minimally informative). Thus, P(F |CBRN) can
be estimated as P(F |CBRN) = # of Food events

# of CBRN events = 60
448 .We adjust

P(CBRN) by this factor to find P(F). This is given in the last
column of Table I.
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Table I Probabilities of a CBRN Attack of Various Magnitudes (Based on Extreme Value Analysis) and Extrapolated Probabilities of
Attacks on Food Sources

Anti-cumulative prob. of a CBRN
prob. of CBRN at event between

Number of various casualty # of casualties L0 to L1 Adjusted prob. for
casualties Time horizon levels F(L ≥ L0) L0 to L1 F(L ≥ L0) − F(L ≥ L1) attacks on food

1000 Current risk 0.310 1000-5000 0.143 0.019
5000 0.167 5000-10000 0.034 0.005
10000 0.133 10000-15000 0.055 0.007
15000 0.078
1000 5-year forecast 0.546 1000-5000 0.251 0.034
5000 0.295 5000-10000 0.071 0.009
10000 0.225 10000-15000 0.095 0.013
15000 0.130
1000 10-year forecast 0.732 1000-5000 0.211 0.028
5000 0.520 5000-10000 0.110 0.015
10000 0.410 10000-15000 0.119 0.016
15000 0.291
1000 20-year forecast 0.863 1000-5000 0.095 0.013
5000 0.768 5000-10000 0.057 0.008
10000 0.712 10000-15000 0.077 0.010
15000 0.634

Source for Column 3: Mohtadi and Murshid (2006b) and additional extrapolations.

biological, chemical, and radiological incidents that
we recorded, 75 involved either a direct attack or
a plan to attack the food or water supply chains.
The majority of these attacks (50 altogether) in-
volved the use of chemicals, eight attacks were car-
ried out using biological agents and one suspected
incident involved the release of plutonium into New
York City’s water reservoirs. In the remaining at-
tacks the type of agent is unknown. Most experts con-
cede that the food chain, from production to distribu-
tion and processing, is highly exposed. Indeed, there
have been attacks before. In 1984, for instance, the
Rajneeshees—an Oregon-based cult—contaminated
food at 10 restaurants with Salmonella typhimurium,
causing 751 people to get sick.(15,16) Court testimony
suggests that members of this cult considered var-
ious other, and more deadly, pathogens, including
Salmonella typhi (which causes typhoid) and the
AIDs virus.(16) Since then there have been a num-
ber of serious attacks on the food chain. Some of
these are outlined in Table I, which chronicles all
CBRN attacks between 1950 and 2005 that led to at
least 50 casualties. There are 23 such cases, of which
12 involve an attack on food. Many of these attacks
have taken place in China, where too often disputes
have been settled through the use of Dushuqiang, a
strong rat poison. The most serious such attack oc-
curred, as mentioned previously, in September 2002

on a fast food restaurant that led to 41 fatalities and
left over 400 ill. In the United States, the most se-
rious attack on the food chain since the Rajneeshee
incident occurred at the Family Fare supermarket in
Byron Center, just outside Grand Rapids. In that in-
cident, Randy Bertram poisoned about 250 pounds
of ground beef, which caused at least 111 people to
become ill.

As mentioned above, the probabilities values in
Table I are from Mohtadi and Murshid.(7) These
values represent the average of seven different mod-
els with different specifications. Following a discus-
sion of Table I and derivation of optimal invest-
ments K∗, we will return to these probability values
once more in Section 3.1 and examine what hap-
pens if different assumptions were made in the un-
derlying EV modeling. We will consider the upper
and lower probability bounds, based on alternative
EV modeling specifications. From there, we will red-
erive the corresponding upper and lower bounds
of security investments. For now, let us focus on
Table I.

Several features of Table I deserve attention.
First, there are two key features of the anti-
cumulative probability distribution of an event asso-
ciated with x number of casualties or greater, in Col-
umn 3 of Table I, that deserve a mention. One, for
a given time horizon, the anti-cumulative probability
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Fig. 2. Risk mitigating investments as a
function of original loss.

falls, as one would expect: the more severe an event,
the less likely it is to occur.10 Two, moving across
time horizons, the anti-cumulative probability for a
given x rises with longer time horizons! This interest-
ing but alarming result is a unique feature of the data
and the fact that with the recent experience with ter-
rorism and bioterrorism events, more severe events
have become more likely in time (i.e., the tail param-
eter of the EV distribution shows a time trend). Thus,
an event leading to casualty level of 15,000 or more
has a chance of under 1% in the current time horizon,
but over 63% in a 20-year time frame !

Second, there are also two key features of the
incremental probability distribution associated with
area segments between two loss levels in Column 5
that also deserve attention: one, for any given time
horizon, the probability segments first fall with sever-
ity and then rise, exhibiting a U-like behavior. Closer
scrutiny reveals that this pattern results because in
Column 3 the decline in the event probability, from a
5,000+ to a 10,000+ casualty event, is much smaller
than the decline from a 10,000+ to a 15,000+ casu-
alty event. This pattern turns out to have significant
implications for the amount of investment food com-
panies have to make as a fraction of potential losses
they would like to avoid, and produces a U-shaped
curve (Fig. 2) that we will come to later. Two, moving
across time horizons, with one exception, the prob-
ability segments for any given segment (say, L1 to
L2) rise for the first three time horizons (current,
five-year, 10-year), but fall for the last time hori-

10 However, we must add these tail events still turn out to be fatter
than a normal density tail, a feature of these EV distributions.

zon.11 The reason for the fall seems to be the very
large probability of the fat tail event in the last time
horizon (15,000 or more casualties). This large prob-
ability of 63% seems to take away areas from the
other segments in this time horizon, again consistent
with the time trend we have found for more extreme
events.

Next, the “# of casualties” (Table I, Column 4)
must be translated into dollar loss. The overall data
consist of 254 fatalities and 9,733 injuries or illnesses.
Thus, on average, fatalities and injuries/illnesses con-
stitute 0.025 and 0.975 of the total number of casual-
ties, respectively. In estimating the dollar loss, there
are two challenges that we must address. First, how
to value loss of life; second, how to value an injury or
illness. On the first question, an influential study by
Kenkel available on the ERS website discusses three
methods: the “willingness to pay” approach used
predominantly by EPA, a combined “human capi-
tal/willingness to pay approach” used predominantly
by USDA, and a “quality adjusted life year” ap-
proach used predominantly by FDA.(17) These three
approaches yield three different estimates, the first
estimate of which is dramatically larger than the sec-
ond and third. They are, respectively, $6.3 million (in
1999 dollars), $997,000 (1995 dollars), and $840 (1999
dollars), on average. The average of these three val-
ues is $2.21 million, which we will use for our fatal-
ity values. The second challenge is how to estimate
injuries or illnesses that result from an intentional
CBRN attack on food. This component constitutes a

11 The minor exception is the first segment (1,000–5,000 casual-
ties), which rises only for the first two time horizons (current and
five-year) but not the third (or fourth).
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very large fraction of our total observations. For this,
we rely on the quality adjusted life estimate in the
above study, which also provides a value of $100,000
for each year that is lost to illness.(17) Because many
of the injuries or illnesses that are associated with
food events are rather dramatic and have effects that
may last four to five years, we use a value of $450,000
for a injury on average associated with 4.5 year loss
due to an injury or illness. Thus, the overall weighted
average associated with each casualty figure in Table
I is about $494,000, which we round to $500,000.

The underlying assumption here has been that
an injury or death will generate a liability for which
the firm is ultimately responsible. We recognize that
this is an overly simplified approach. For example,
the economic impact on the firm might include such
factors as reputation effects, loss of future markets,
etc., and this impact might be vastly greater than the
liability loss associated with a severe illness or death.
The result will be that the size of the expected gain
(expected loss avoidance) from risk mitigating in-
vestments by firms may be significantly larger than
the values obtained here. Thus, our estimates will be
only a conservative lower bound for what is actually
needed.

Values of λ are estimated from the median re-
sponse value of a survey of 131 food manufactur-
ers.12 The primary focus of this survey was to collect
firm-level responses on their various security prac-
tices. This is discussed in detail elsewhere.(9) Two
other recent studies on food security practices, one
on food service operations in Kansas,(18) and one on
resilience in the U.K. food and drink industry,(19)

have also used survey data on security practices.
However, their scope of focus and the methodology
is different in that they have either a narrower fo-
cus (food service operations in schools and hospital
in Kansas) or a qualitative case-study approach (de-
tailed interviews with only 25–30 organizations in the
U.K. food and drink industry). Although there were
several sections to the questionnaire, the section that
relates to our value of λ here captures the impact of
changes in security investments of the firms on out-
come measures such as whether security investments
by the firms increased resilience, reduced risk pro-
file, or reduced number of security incidents experi-

12 The original survey included food retailers in addition to food
manufaturers. However, the greater variance in the retailer re-
sponse, together with the “agency” problems that cast doubt on
the retailer’s share of responsibility when a catastrophic event
impacts a line of product they carry, led us to focus on food man-
ufacturers only.

enced by them.13 This section entails a large number
of questions for which responses are categorical and
range from 1 to 5. One of the most significant series
of questions involves questions of the following type
that would allow for the estimate of a “response func-
tion” from risk mitigating investments to actual re-
sults. An example of these types of questions is the
following question: “Our firm’s security investment
has resulted in . . . loss/shrink.”

Responses to questions (to be inserted in the
blank space above), ranged from the value of 1
(significantly reduced) to 5 (significantly increased).
Overall, the responses indicated a significant reduc-
tion in loss incidents by firms that have made security
investments (see below).

Some examples of such security practices are:

1. having processes in place to prevent (detect)
(respond to) a contamination/security event in
the supply chain;

2. the ability to track and trace products one sup-
plier up and one customer down the supply
chain;

3. using closed circuit television (CCTV) to
monitor activities on loading docks;

4. using technology (e.g., X-ray, RFID, etc. . . . )
to verify trailer or container contents;

5. existence of decision trigger points and/or au-
tomated response actions in the event of a
contamination/security incident;

6. existence of a senior management position fo-
cusing on security (e.g., Director of Security,
Chief Security Officer);

7. having information systems that allow rapid
sharing of information to all employees in case
of security incidents or contamination;

8. incorporating information on preventing a
contamination/security incident into em-
ployee food protection training; etc.

It can be appreciated by the reader that no se-
curity investment could be expected to focus exclu-
sively on reducing the chances of a CBRN attack
or, for that matter, of purely intentional attacks be-
cause protection against intentional attacks is at the
same time protection against unintentional events.
Although strictly speaking, such multifunctional-
ity of risk mitigating investments would complicate

13 The firms ranged from a minimum of 0–100 U.S. employees and
$20 million in annual revenues to over 50,000 U.S. employees and
over $1 billion in annual revenues, with a media range of 1,000–
5,000 employees and $100–$500 million annual revenues.
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analytical modeling, we are forced to abstract from
this complication. Furthermore, there are already ex-
amples of mitigation strategies implemented solely
based on food defense concerns (high pasteurization
time/temperature for fluid milk).14

The median value of response was 2 from the sur-
vey. With a value of 3 associated with “neither re-
duced nor increased loss,” and a value of 1 associ-
ated with maximum reduction in loss, we map these,
respectively, to a value of λ = 0 to λ = 100% or λ =
1.15 In this mapping framework, a median value of
2 in the survey corresponds to λ = 0.5. Thus, we use
this value for our analysis. We now have sufficient in-
formation to estimate K∗. For λ = 0.5, and for the
various levels of injury and time horizons given and
the associated probabilities in Table I, the optimum
level of risk mitigating investments K∗ can be calcu-
lated from Equation (10); using values of α = 0.5).
The results are reported in the Table II.

To conduct a sensitivity analysis of the results
with respect to the value of λ, we note from Equa-
tion (10) that ∂K∗/∂λ ∝ λ(1 − λ) and is, therefore, at
its zero variation with respect to λ when λ = 1/2. In
fact, this is the value of λ that we have found from
the above exercise. It follows that as long as any al-
ternative mapping assumption produces a value of λ

that is close to 0.5, the values of K∗ will not change by
much. Further, it must be added that even for values
of λ far from 0.5, whereas K∗ values will be different
from the above, the actual behavior of K∗ over time
and across probability space remains the same.16

Table II is constructed as follows. The first two
columns are from Table I. The third column (mean #
of casualties) simply takes the mid point in the
range of casualties from Lo to L1. Column 4 trans-
lates mean # of casualties into dollars, based on
the extensive discussion earlier on loss value of in-
juries/illnesses (97.5% of our observations) and fa-
talities (2.5% of our observations). Column 5 repeats
the last column of Table I. Column 6 (optimum in-

14 We thank an anonymous referee for pointing this out.
15 In this mapping framework the survey values of 4 and 5 would

imply a negative λ! By focusing on the representative firm with a
median value of 2 we avoid this complication. Moreover, a very
small fraction of firms in the sample had answers in categories
of 4 or 5. We can only assume that in such extreme cases other
factors may have been at work to lead to such adverse results.

16 We also conducted another exercise with the value of λ = 0.67,
based on a mapping assumption that allowed only positive val-
ues of λ. The trends all remained the same, but the values of K*
were slightly smaller than the ones found in Table II, as would
be expected, because a somewhat larger λ would mean a more
efficient loss reduction coefficient.

vestments in $ million) is based on the value of K∗

calculated from Equation (10). Column 7 is obtained
by dividing Column 6 into Column 4.

As can be seen from the last column of Table II,
a one-time capital expenditure that is needed to mit-
igate the impact of an extreme event ranges from a
maximum of 0.042% (or 42 cents per $100.00), cor-
responding to a $1.5 billion potential loss (in a five-
year horizon), to a minimum of 0.06% (or 6 cents
per $100.00), corresponding to a $3.75 billion poten-
tial loss (in the current horizon). The larger percent-
age of investments that is needed to address smaller
losses seems puzzling at first. The key to the puz-
zle is the corresponding probabilities: the less ex-
treme event has a higher risk mitigation percentage
cost because it has a higher probability of occurrence
(3.4%), whereas the more extreme event has a lower
risk mitigation percentage cost because it has a lower
probability of occurrence (0.5%; Column 5).

Another interesting feature of Table II, which
is also reflected in Fig. 2, is the fact that for any
given time horizon, investments in risk mitigation as
a percent of the potential loss decline for a range
of losses only to rise beyond that range, producing
an inverted U pattern. As mentioned in conjunction
with Table I, this pattern has to do with the proba-
bility segments involved in both tables: for any given
time horizon, the probability segments first fall with
severity and then rise, producing the U-shaped curve.
Closer scrutiny revealed that this pattern results be-
cause the decline in the event probability, from a
5,000+ to a 10,000+ casualty event, is much smaller
than the decline from a 10,000+ to a 15,000+ casu-
alty event (See Table I, Column 3). This, in turn, has
to do with the larger than normal likelihoods of low-
frequency, high-impact “tail” events, captured in EV
statistical analysis.17 A second feature of Fig. 2 is the
nature of the shifts in at least three of the four curves.
Specifically, notice that at the high end of the risk
scale, extreme events associated with high monetary
loss or high casualty (right end of X-axis) become
more costly with longer time horizons because they
become more likely (recall the time trend associated
with fat tails discussed earlier). A third feature of the

17 This result is best understood by comparing it against results that
one would have obtained from a normal distribution. For a nor-
mal distribution, the tail is not only thin but also importantly it
is flat. This means that for high impact low probability events,
little incremental gain would be made by investing in security
investments, (Equation (10)). This would have reduced the up-
ward slope of the curves in Fig. 2 compared to what is seen in the
present case.
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Table II. Estimated Values of Secuity Investment for Different Loss Levels and Time Horizons

Monetary value of Probability of Optimum Optimum
Range of casualties Mean # of loss from casualties loss between investments K∗ investments K∗

Lo to L1 casualties (in $ million) Lo and L1 in $ million as % of loss Log of loss

current risk 1000–5000 3000 1,500.00 0.019 3.60 0.24% 7.31
5000–10000 7500 3,750.00 0.005 2.12 0.06% 8.23

10000–15000 12500 6,250.00 0.007 5.74 0.09% 8.74
5-year forecast 1000–5000 3000 1,500.00 0.034 6.30 0.42% 7.31

5000–10000 7500 3,750.00 0.009 4.43 0.12% 8.23
10000–15000 12500 6,250.00 0.013 9.94 0.16% 8.74

10-year forecast 1000–5000 3000 1,500.00 0.028 5.31 0.35% 7.31
5000–10000 7500 3,750.00 0.015 6.93 0.18% 8.23

10000–15000 12500 6,250.00 0.016 12.45 0.20% 8.74
20-year forecast 1000–5000 3000 1,500.00 0.013 2.38 0.16% 7.31

5000–10000 7500 3,750.00 0.008 3.57 0.10% 8.23
10000–15000 12500 6,250.00 0.010 8.08 0.13% 8.74

Source: Based on Table 1 and analysis in the text.

figure, namely, the crossing of the curves, is not as
critical as it simply reflects the various tradeoffs be-
tween time horizons and event likelihood that occurs
at the intermediate segments of risk.

3.1. Upper and Lower Bounds

As stated, the main probability values in Col-
umn 3 of Table I are selected by averaging
seven different models originally derived in Mo-
htadi and Murshid.(7) These models make differ-
ent assumptions about the underlying EV parameter
estimates. Here, we focus on two of the models that
produce the two extremes, i.e., the lowest and the
highest, of the probability forecasts. The main differ-
ence between these two models arises from assump-
tions about the stationarity of the underlying EV dis-
tribution: the lower probability bound belongs to a
model that assumes that only the “location” parame-
ter in the underlying distribution changes over time.
The upper probability bound belongs to a family of
models that assumes a shift in both the location and
the scale parameters of the underlying distribution
over time. These estimates are presented in Table III.

Although the likelihood ratios and the QQ plots
tend to favor the family of distributions that produce
the upper-bound likelihoods, one cannot entirely
rule out the lower-bound likelihoods. One striking
feature of the upper-bound values in Table III (last
column) is that in a 20-year horizon the likelihood
of a CBRN-based bioterrorism attack is virtually
certain. Even after these values are adjusted to re-
flect the chance of an attack on food, the constancy of
the values in the case of a 20-year horizon will have

an important implication for firms’ incentives to in-
vest in security. This will be discussed below in con-
nection with Table IV. In this table, the resulting op-
timal security expenditures for the lower and upper

Table III. Lower & Upper Bounds for Probability of CBRN
Attacks (from Table I)

Upper &
lower

Anti- probability
cumulative bounds

prob. of based on
CBRN at different
various EVT models
casualty

Number of Time levels Lower Upper
casualties horizon F(L ≥ L0) bound bound

1000 Current risk 0.310 0.210 0.400
5000 0.167 0.080 0.310
10000 0.133 0.050 0.280
15000 0.078 0.021 0.224
1000 5-year 0.546 0.350 0.770
5000 forecast 0.295 0.140 0.380
10000 0.225 0.090 0.340
15000 0.130 0.039 0.198
1000 10-year 0.732 0.570 1.000
5000 forecast 0.520 0.250 0.790
10000 0.410 0.170 0.620
15000 0.291 0.081 0.473
1000 20-year 0.863 0.670 1.000
5000 forecast 0.768 0.660 1.000
10000 0.712 0.490 1.000
15000 0.634 0.425 1.000

Source: Mohtadi and Murshid (2006b) and additional extrapola-
tions
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Table IV. Optimal Security Expenditures for “Base Values” (Table II) and Lower and Upper Bound Probability Values

Prob. of Prob. of Prob. of
Loss value loss loss loss

Range of Mean from L0 to L1 K∗ L0 to L1 K∗ L0 to L1 K∗ Log
casualties # of casualties base K∗ as % lower K∗ as % upper K∗ as % of
Lo to L1 casualties ($ million) value ($ million) of loss bound ($ million) of loss bound ($ million) of loss loss

Current 1000–5000 3000 1,500.00 0.019 3.60 0.24% 0.017 3.26 0.22% 0.012 2.26 0.15% 7.31
Risk 5000–10000 7500 3,750.00 0.005 2.12 0.06% 0.004 1.88 0.05% 0.004 1.88 0.05% 8.23

10000–15000 12500 6,250.00 0.007 5.74 0.09% 0.004 3.06 0.05% 0.007 5.85 0.09% 8.74
5-year 1000–5000 3000 1,500.00 0.034 6.30 0.42% 0.028 5.27 0.35% 0.052 9.79 0.65% 7.31
Forecast 5000–10000 7500 3,750.00 0.009 4.43 0.12% 0.007 3.14 0.08% 0.005 2.51 0.07% 8.23

10000–15000 12500 6,250.00 0.013 9.94 0.16% 0.007 5.32 0.09% 0.019 14.86 0.24% 8.74
10-year 1000–5000 3000 1,500.00 0.028 5.31 0.35% 0.043 8.03 0.54% 0.028 5.27 0.35% 7.31
Forecast 5000–10000 7500 3,750.00 0.015 6.93 0.18% 0.011 5.02 0.13% 0.023 10.67 0.28% 8.23

10000–15000 12500 6,250.00 0.016 12.45 0.20% 0.012 9.34 0.15% 0.020 15.42 0.25% 8.74
20-year 1000–5000 3000 1,500.00 0.013 2.38 0.16% 0.001 0.25 0.02% 0.000 0.00 0.00% 7.31
Forecast 5000–10000 7500 3,750.00 0.008 3.57 0.10% 0.023 10.67 0.28% 0.000 0.00 0.00% 8.23

10000–15000 12500 6,250.00 0.010 8.08 0.13% 0.009 6.80 0.11% 0.000 0.00 0.00% 8.74

probability bounds are obtained by repeating the
previous procedure (see Table II ). For comparison,
the base values are also included.

First, we note that even though the lower and
upper bound CBRN probability values in Table III
“encompassed” the base values, as they should, this
is not the case for Table IV. That is, there are
some probability values for which the base case
falls outside the range defined by the lower and up-
per bound probability values. (Compare Column 5
with Columns 8 and 11 in Table IV.) This is due
to the fact that the probability values in Table IV
are not probability levels, but probability increments
associated with losses between two points (L0 and
L1).

The above observation has an important implica-
tion for optimal security investments, K∗. Although
the results for K∗ for the case of lower bound proba-
bilities are not too different from those for the “base”
probabilities, the K∗ values for the upper bound
probabilities, for the 20-year risk horizon, are dra-
matically different and in fact equal zero for all the
three risk categories in that time horizon (the bot-
tom 3 rows of Column 11). Why is this so? The an-
swer is that because at this upper end, the chance a
CBRN event in any of the three magnitudes is vir-
tually certain in a 20-year horizon (probability = 1
from Table III), even after mapping this probabil-
ity to the probability of food attacks, the resulting
probabilities remain constant, even if less than 1. As
such, the incremental probabilities become zero due
to the constancy of the probability levels. Thus, no se-

curity investment by firms can reduce the chance of a
loss for this time horizon and, therefore, there is no
incentive to undertake it (in Equation (10) K∗ ∼= 0
as F(L|L>Lo) ∼= F(L|L>L1 )). In effect, when the loss
is extremely large there is very little reduction in the
loss that can be achieved by security investments (i.e.,
the increments in loss reduction are extremely small).
To elaborate, suppose that an equivalent of a 9/11-
size attack or larger were to occur in the food indus-
try by, say, an intentional act of introducing ricin or
a deadly form of Escherichia coli into milk at many
nodes across the food supply chain. If such an event
were to occur, no single firm would be able to affect
the risk of such a massive loss. As such, though pub-
lic authorities may be able to affect aggregate risk
collectively (a point we do not address in this arti-
cle), no risk mitigating investment would be effec-
tive by any single firm in isolation (there is zero net
marginal gain of such an investment in terms of loss
reduction.) Naturally, what the optimal level of in-
vestments should be—i.e., based on lower-bound, av-
erage, or upper-bound probabilities—will depend on
what modeling assumptions we believe in. Although
for a distant time horizon of 20 years, the results
are highly sensitive to these modeling assumptions,
for shorter time horizons, there is somewhat smaller
variance in the value of optimal investments, at least
for some of the risk categories, suggesting a degree
of consistency in the results. Nonetheless, one must
interpret these results with some caution and under-
stand that there are inherent underlying limitations
in the data and in the modeling assumptions.
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Fig. 3. Decision tree for optimum
investments.

4. A MULTIPERIOD EXTENSION

Firms may choose to postpone investing in risk
mitigation. The question that arises is whether such a
strategy is an optimal strategy or not. To answer this
question we consider a multiperiod extension of the
previous model. Consider a firm with a finite time-
horizon, say T, with the option to invest at the begin-
ning of each time period, t , or to postpone the deci-
sion to future time periods. Because investing is an
absorbing state, the decision tree of the firm can be
represented by the chart in Fig. 3. In turn, this can be
expressed, for any time t , as the number of periods,
t − 1, the firm has not invested, followed by the num-
ber of period T − t starting from the time that the
firm committed itself to security investments. This is
presented in the Fig. 4.

Letting the probability of a finite loss, L, oc-
curring in period t be given by πt , the expected
losses/gains arising from making the security invest-
ments in t must include the cost of investments, K,

assumed to be made at the beginning of the time pe-
riod, t , and the reduced losses, λ(K)L. Based on this
and on Fig. 6, the present value of expected losses
upon investing are given by:

PVE(L|πt )invest =
x=t−1∑

x=1

δxπx L+
x=T∑
x=t

δxπxλ(K)L+δt−1 K.

(11)

The present value of expected losses when no invest-
ments are made at all, is given by:

PVE(L|π)no invest =
x=T∑
x=1

δxπxL. (12)

Thus, the present value of expected net gain from in-
vesting, as arrived at in Equation (3) earlier, is given
by:

PVE(G) = PVE(L|πt )no invest − PVE(L|π)invest

=
x=T∑
x=1

δxπxL−
x=t−1∑

x=1

δxπxL−
x=T∑
x=t

δxπxλ(K)L− δt−1 K

= L̄
x=t−1∑

x=1

δxπx − λ(K)L̄
x=T∑
x=t

δxπx − δt−1 K

= (1 − λ(K))
x=T∑
x=t

δxπxL − δt−1 K.

(13)

The firm must maximize PVE(G) by optimally
choosing the investment level K∗, and the critical
time period t∗ at which to invest:

MaxPVE
{K,t}

(G) ⇒ t∗, K∗. (14)

Consider a 10-year time horizon from the previous
section. The probabilities of attacks on food supply
for this horizon were given in Table II. From that ta-
ble, the probability values for current risk, five-year
risk forecast, and 10-year risk forecast are used to in-
terpolate and obtain the values of πt for t = 1 . . . 10.
This assumes that on average there are no further an-
ticipated changes in the probability of catastrophic
events occurring. There could certainly be changes
in the probabilities contingent upon new informa-
tion, but interpolating values of the forecasts implies
that all available information is incorporated into the
forecasts at the time the decision is made.

Parallel to Section 3, for catastrophic losses of
sizes in the range L0 to L1, the EV probability
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Period
t=1 Not Invest Not Invest Not Invest …………..
t=2 Not Invest Not Invest Not Invest
t=3 Not Invest Not Invest Not Invest

. . . .

. . . .

. . . .
t=T-1 Not Invest Not Invest Invest
t=T Not Invest Invest Invest …………..

Not Invest Invest
Not Invest Invest

Invest Invest
. .
. .
. .

Invest Invest
Invest Invest

Fig. 4. Investment decision under
alternative dynamic scenarios.

distribution function is obtained from Table II rep-
resenting πx. As before, we replace L with its linear
mean, L̄ yielding the present value of expected gains
from investing in period t as:

PVE(G) = (1 − λ(K)) L̄
x=T∑
x=t

δxπx − δt−1 K. (15)

First, let us focus on the optimum investment level
K∗(t). For this, we have the analytical solution as fol-
lows:

−λ′(K∗)L̄
x=T∑
x=t

δxπx = δt−1. (16)

Using the form of λ(K) as given by Equation (7), λ′

can be expressed in terms of λ yielding:

K∗(t) = λ(1 − λ)L̄
x=T∑
x=t

δx−t+1πx. (17)

Next, let us consider the optimum timing of such
investments. In principle, maximizing for t per 14
should yield an equation t∗(K), which together with

Equation (17) could be solved to yield t∗ and K∗.
However, in practice, t∗(K) may only be obtained nu-
merically. We conducted this exercise for a 10-year
horizon and for the loss values and their correspond-
ing probability values given by Table II. Surprisingly,
we found that unless the values of K are exceedingly
larger than in the allowable range for which K∗(t)
with t = 1 . . . 10 (see table below for this range), the
optimum timing t∗ is always the very first period. The
estimation results are shown in Table V.

To elaborate on this result, notice also that the
corresponding optimum K∗(t) values are the max-
imum for these first periods. This is also shown in
Fig. 5. Despite these large expenditures of capital, it
is always better to invest in protection against catas-
trophic risk at the beginning of the period, rather
than postpone such investments, as shown by the fact
that net profits are largest (least negative) when t = 1
(last column).

Although larger K∗(t) for smaller t values can
be explained by lower present values of the cost of
a fixed one-time investment compared to the gains
(in terms of reduced risk) over repeated periods, the
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case of t∗ = 1 requires some further elaboration. Fo-
cusing on Equation (15), evidently, as the period of
investment is postponed (moves closer to the time
horizon T—in this case T = 10), the ongoing nature
of the risk is sufficiently overwhelming as to favor an
early investment decision rather than a later one. In-
terestingly, we tried many different parameters and
the t∗ = 1 results remained quite robust. This result
is depicted in Fig. 6.

Finally, it is instructive to compare the one-
period and multiperiod models with respect to the
size of risk mitigating investments as a percentage
of the initial loss. Comparing the corresponding
columns in both Tables II and V (next to the last col-
umn in both tables), we see that, as a fraction of the
original loss, risk mitigating investment levels in the
multiperiod model are of the same order of magni-
tude as those in the one-period model. Notice, how-
ever, that the actual level of investments in this case
is substantially larger (of the order of 10 times). This
is, of course, not surprising because K∗(t) in the mul-
tiperiod model mitigates the risk of a repeated expo-
sure to risk over the entire 10-year horizon.

4.1. Upper and Lower Bounds

As in the case of the static model, it is impor-
tant to examine the implication of considering lower
and upper probability bounds for the dynamic de-
cision horizon. As in the base model, the behavior
of dynamic decision horizon is similar and suggests

that greatest protection is afforded by early invest-
ments (Figs. 7(c) and (d)), even though this would be
costlier (Figs. 7(a) and (b)).

5. COMPARISON WITH CATASTROPHIC
INSURANCE: CONCLUDING REMARKS

How do expenditures aimed at risk mitigation
compare with the purchase of catastrophic risk in-
surance? To gain some insights into the answer to
this question consider the fact that in 2002 the In-
surance Service Office assigned insurance costs of ap-
proximately 10 cents per $100 loss for the highest risk
cities, but after discussions with the regulators, these
rates were later adjusted downwards to less than 3
cents per $100 of loss (see Auerswald et al.,(2) p. 283).
This suggests that loss mitigation costs are as high
or higher than the cost of catastrophic insurance. Al-
though risk mitigation and insurance are not entirely
comparable strategies due to continued risk expo-
sure under risk mitigation strategies, still the high de-
ductibles of catastrophic insurance make the two ap-
proaches more comparable than might appear at the
first glance. In this respect, several points need to be
stressed.

First, risk mitigation investments are one-time
actions. This is true both in the single-period and
the multiperiod model. For example, to mitigate
the risk of an event that could cause $3.75 billion
loss in the current time horizon, a one-time capital
expenditure of 6 cents per $100 under the base
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Table V. Estimated Present Values (PV) of Secuity Investment for Different Loss Levels and Time

PV of
Monetary expected
value of Investments PV of gains from

Range of loss from PV of Probability of made at the optimum PV of optimum optimum
casualties Mean # of casualties (in loss (assume loss between beginning of investments K∗(t) investments K∗(t) investments
Lo to L1 casualties $ million) r = 5%) Lo and L1 period t in $ million as % of loss E(G(K∗(t)))

1000-5000 3000 1,500.00 11,436.00 0.0190 1 80.16 0.15% −240.48
0.0228 2 77.26 0.15% −247.25
0.0265 3 72.79 0.14% −254.95
0.0303 4 66.68 0.13% −263.47
0.0340 5 58.85 0.12% −272.71
0.0328 6 49.20 0.10% −282.58
0.0316 7 39.49 0.09% −291.62
0.0304 8 29.71 0.07% −299.90
0.0292 9 19.88 0.05% −307.46
0.0280 10 9.98 0.02% −314.36

5000-10000 7500 3,750.00 28,589.99 0.0050 1 71.34 0.15% −214.01
0.0065 2 70.40 0.15% −218.46
0.0080 3 68.01 0.14% −223.96
0.0095 4 64.09 0.13% −230.39
0.0110 5 58.56 0.12% −237.64
0.0116 6 51.33 0.10% −245.62
0.0122 7 43.16 0.09% −253.62
0.0128 8 33.99 0.07% −261.60
0.0134 9 23.78 0.05% −269.56
0.0140 10 12.47 0.02% −277.48

10000-15000 12500 6,250.00 47649.98847 0.0070 1 142.72 0.15% −428.15
0.0085 2 139.29 0.15% −438.54
0.0100 3 133.34 0.14% −450.53
0.0115 4 124.73 0.13% −463.92
0.0130 5 113.33 0.12% −478.56
0.0136 6 98.98 0.10% −494.28
0.0142 7 82.94 0.09% −509.90
0.0148 8 65.12 0.07% −525.39
0.0154 9 45.42 0.05% −540.73
0.0160 10 23.75 0.02% −555.90

model, or 5 cents per $100 under the upper and lower
bound models, from Table IV, pay off when com-
pared with the purchase of catastrophic insurance af-
ter the fifth year. The key of course is that risk mitiga-
tion is not foolproof so that risk is not eliminated, but
only reduced. As mentioned, however, this fact needs
to be balanced against the fact that catastrophic risk
insurance often entails large deductibles and, there-
fore, at least up to the deductible level, risk miti-
gation expenditures remain relevant whether or not
catastrophic insurance is purchased.

Second, the availability of catastrophic insurance
has become more limited after the 9/11 attacks, due
to a variety of complicating factors, including (i) the
evidence of an increase in risk trend(5) as discussed by
Bogen and Jones,(20) (ii) the large size of the losses,
requiring far greater pooling of resources than has

been available to insurers and reinsurers, (iii) the un-
certainties associated with calculating the probabil-
ities of catastrophic insurance,18 and (d) the asym-
metric information between insurance firms and the
insured on the one hand, and the reinsurance firms
and insurance firms on the other, resulting in a dou-
ble moral hazard problem.(2)

Third, as stated previously, issues such as reputa-
tion effects cannot be overlooked. These affects can-
not be easily addressed by the purchase of insurance,
especially if they are the outcome of inadequate risk
mitigation by firms in the first place.

18 On this point, we hope that this contribution will be of value.
We argue that terrorism risk is quantifiable in the same manner
as, for example, weather risk may be.
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Fig. 7. Upper and lower bounds for security investments and optimal gains in dynamic model.

Fourth, the adequate coverage of catastrophic
insurance together with the large potential losses and
the associated “risk externalities” call for the involve-
ment of the federal, state, and local governments
(see Auerswald et al.,(2) p. 284), as this becomes a
clear case of market failure. In fact, the Terrorism
Risk Insurance Act (TRIA) and its 11th-hour ex-
tension in December 2005 was aimed at addressing
the gaps in this market. However, many obstacles re-
main and catastrophic insurance remains a highly im-
perfect tool with limited or no availability in many
cases. Thus, until and unless these issues are resolved,
risk mitigation becomes an important and essential
strategy.

Fifth, though risk mitigation is not well cor-
related with insurance costs, due to moral haz-
ard problems associated with asymmetric informa-
tion between the insured and the insurer (again see
Auerswald et al.,(2) p. 283), it is likely that catas-

trophic risk mitigation will have a positive effect on
the cost of risk financing, if not risk insurance. For ex-
ample, Moody’s risk ratings are highly affected by the
ability of firms to prepare for and respond to risk. For
all these reasons, the importance of catastrophic risk
mitigation strategies cannot be overstated and such
strategies must be an essential part of firms’ overall
strategy.
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